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1. 	�Byddwch yn amheus pan yn derbyn ebyst gan rhywun
ddieithr yn gofyn am fanylion personol.


2. 	�Gosodwch ffilter ebyst sothach i rwystro’r ebyst ddi-groeso
rhag cyrraedd eich cyfrif.


3. 	�Ewch yn uniongyrchol i safle we swyddogol y banc, peidiwch
a dilyn linc mewn ebost.


4. �Sicrhewch fod eich taliadau ar-lein yn ddiogel, edrychwch am
symbol y clo yn y bar cyfeiriad.


5. �Dywedwch na i ddieithryn sy’n gofyn i roi arian yn eich cyfrif
banc, gall hyn fod yn anghyfreithlon.


Mae’r we yn rhoi mynediad hawdd i droseddwyr 
er mwyn dwyn eich arian. Byddwch yn wyliadwrus 
ar-lein er mwyn amddiffyn eich hunain


5 FFORDD I’CH HELPU I SEFYLL I FYNY YN 
ERBYN SGAMIAU AR Y WE


COFIWCH OS NAD YDYCH 
YN SICR, FFONIWCH AM 
GYNGOR A RIPORTIWCH 


BOB SGAM


Am gyngor ar sgamiau ffoniwch Llinell Defnyddwyr 


Cyngor Ar Bopeth ar: 0808 223 1144


I riportio sgamiau ffoniwch  


Action Fraud ar: 0300 123 2040


SEFWCH  
YN ERBYN


YN DOD YN FUAN


www.friendsagainstscams.org.uk
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1. �Be wary of emails from unknown sources asking you for
personal details.


2. 	�Set up a junk mail filter to stop unwanted emails entering
your account.


3. 	�Always go to a bank’s official website to get information,
don’t follow links within emails.


4. �Make sure your payments online are secure, look for the
padlock symbol in the address bar.


5. �Say no to strangers offering to put money in your account,
this could be illegal.


The internet gives easy access to criminals 
to scam consumers out of money.  
Be online savvy and protect yourself.


Top 5 Tips To Take A Stand Against Internet Scams


For advice on scams call  


Citizens Advice Consumer Helpline: 0808 223 1133


To report scams contact  


Action Fraud: 0300 123 2040


Remember if you’re not 
sure, get advice and 
always report a scam


www.friendsagainstscams.org.uk
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Be in the know like Jo! 
When looking for love online, watch out 
for people trying to commit a crime. 


Things to consider when looking for love online 
�How do they look on their profile picture? Professional photos with supermodel looks 
could be a red flag.


	� Avoid giving away too many personal details when dating online. Revealing your full 
name, date of birth and home address may lead to your identity being stolen.


	� Pick a reputable dating website and use the site’s messaging 
service. Criminals want to quickly switch to social media or  
texting so there’s no evidence of them asking for money.


	� Is it “love at first sight” for your prospective partner? 
Beware those who want to get too close, too quickly.


	� Do you know who they really are – have you met their friends, 
family, work colleagues?


	� Are you being asked for money to help out with  
some emergency - lost passport, relative in danger, 
even expensive treatment for an illness.   
All of these have been used to con  
people out of money.


	� You can always do a bit of sleuthing 
if it all sounds too good to be true.   
Question them and ask for facts  
that you can verify. 


Finally


	� Never send or receive money or give away your bank  
details to someone you’ve only met online, no matter how much 
you trust them or believe their story.


Every year thousands of hopefuls sign up to dating Apps and websites looking 
for that special someone. For many this will end in a meaningful relationship 
but for others it could mean the end of their dreams – and their savings.


For advice on scams call  
Citizens Advice Consumer Helpline: 
0808 223 1133
To report scams contact  


Action Fraud: 0300 123 2040www.friendsagainstscams.org.uk
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mae gennyt ti’r
HAWL
       i fod yn
  DDIOGEL







MAE GAN BOB PLENTYN 
A PHERSON IFANC YR 
HAWL I FOD YN DDIOGEL 
A THEIMLO’N HAPUS.


Weithiau mae pethau’n digwydd sy’n 
gwneud i ti deimlo’n drist, yn ofnus 
neu’n ddig.  Efallai fod rhywun yn 
dy frifo neu’n gwneud i ti deimlo’n 
ofnus. Gall hyn fod yn ddryslyd IAWN 
ac weithiau mae’n anodd gofyn am 
help, yn enwedig os oes rhywun 
wedi dweud wrthyt ti y bydd pethau 
drwg yn digwydd os byddi’n dweud. 


Mae’n bwysig dy fod yn gwybod fod 
pobl yno i cael help i ti a dy deulu.







Meic yw’r gwasanaeth llinell gymorth i blant a phobl ifanc hyd at 25 
oed yng Nghymru. Yma, cei wybod beth sy’n digwydd yn dy ardal di 
neu gael help gyda rhywbeth sy’n digwydd yn dy fywyd. Siarada â Meic 
meiccymru.org neu drwy ffonio 0808 80 23456


Mae Childline yn wasanaeth cyfrinachol, preifat sy’n rhad ac am ddim 
i gefnogi plant a phobl ifanc o dan 19 oed. Mae ganddyn nhw lawer o 
wybodaeth a chyngor, a galli di siarad â chwnselydd am unrhyw beth 
am ddim drwy ffonio 0800 1111 neu ar-lein yn childline.org.uk/kids


DWEUD WRTH CHILDLINE


Gall fod yn anodd siarad am deimladau neu am bethau sydd wedi 
digwydd sydd wedi gwneud i ti deimlo’n drist, yn ofnus neu’n ddig. Mae 
siarad ag oedolyn rwyt ti’n ymddiried ynddo yn bwysig er mwyn i ti 
gael help.  Gallai hyn fod yn athro neu’n rhywun sy’n dy helpu di neu dy 
deulu, gallai fod yn rhywun o dy deulu rwyt ti’n teimlo’n ddiogel gyda 
nhw ac nad yw’n gwneud i ti deimlo’n ofnus. 


SIARAD AG OEDOLYN DIOGEL 


DWEUD WRTH MEIC







Mae cam-drin yn rhywbeth y mae 
person arall yn ei wneud i dy frifo, 
mae hyn yn cynnwys:


•	Brifo dy gorff


•	Brifo dy deimladau


•	Gwneud i ti wneud pethau gyda dy 		
	 gorff neu eu corff sy’n gwneud i ti 		
	 deimlo’n anghyfforddus


•	Pan nad yw dy riant neu ofalwr yn 		
	 gofalu amdanat ti’n IAWN


BETH YW CAM-DRIN?


Dydy cam-drin byth yn IAWN ac 
nid ti sydd ar fai. Gall camdriniaeth 
ddigwydd i blant, pobl ifanc ac 
oedolion. 







Dywedir wrth lawer o blant a phobl ifanc 
na fydd neb yn eu credu os byddan 
nhw’n siarad am yr hyn sydd wedi 
digwydd, ond nid yw hyn yn wir.


Bydd pobl fel athrawon, meddygon, 
nyrsys, gweithwyr cymdeithasol a 
swyddogion yr heddlu bob amser yn 
gwrando arnoch. 


Dydy cael dy frifo neu dy gam-drin byth 
yn fai arnat ti, ac mae gennyt ti’r hawl 
i gael dy warchod a’th gadw’n ddiogel 
rhag cael dy gam-drin. Os byddi di’n 
dweud wrth rywun fel athro, byddan 
nhw eisiau dy helpu di ac mae ganddyn 
nhw ddyletswydd i helpu i dy gadw’n 
ddiogel.


FYDD POBL YN FY NGHREDU I?


Os wyt ti’n poeni am gyfrinachedd a 
beth sy’n gallu cael ei gadw’n breifat, 
cei ofyn i rywun am hyn cyn dweud 
unrhyw beth wrthyn nhw. Os ydyn 
nhw’n poeni am dy ddiogelwch, bydd 
yn rhaid i rai oedolion ddweud wrth 
rywun arall. Mae hyn er mwyn iddyn 
nhw dy gadw di’n ddiogel.







Bydd y person y byddi di’n 
penderfynu siarad ag ef yn 
esbonio wrthyt ti beth fydd 
yn ei wneud am yr hyn rwyt 
ti wedi’i ddweud wrthyn nhw.  
Efallai fod gennyt ti lawer o 
gwestiynau am beth fydd yn 
digwydd nesaf, mae’n IAWN 
gofyn cwestiynau. Efallai na 
fydd gan y person rwyt ti’n 
dweud wrtho yr holl atebion i 
dy gwestiynau yn syth, ond galli 
ofyn iddo ddod o hyd i’r atebion 
i ti. Os wyt ti’n poeni am unrhyw 
beth, rho wybod i’r person er 
mwyn iddo allu siarad â thi am 
sut rwyt ti’n teimlo. 


BETH FYDD YN DIGWYDD 
OS BYDDAF YN DWEUD 
WRTH RYWUN?


Mae gennyt ti’r hawl i fod yn 
ddiogel ac yn hapus. Mae’n 
bwysig dy fod yn dweud 
wrth oedolyn diogel fel y 
gall pobl dy helpu. 


Childline is a service provided by the NSPCC. ©NSPCC 2020.
Registered charity England and Wales 216401. Scotland SC037717


Illustrations by Jamie Nash.


mae gennyt ti’r
HAWL
       i fod yn
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you have the
RIGHT
       to be
  SAFE







ALL CHILDREN AND 
YOUNG PEOPLE HAVE 
THE RIGHT TO BE SAFE 
AND FEEL HAPPY. 


Sometimes things happen which 
make you feel sad, scared or angry. 
Someone might be hurting you or 
making you feel frightened. This can 
be very confusing and sometimes 
it’s hard to ask for help, especially if 
someone has told you bad things will 
happen if you tell. 


It is important that you know that 
people are there to get help for you 
and your family. 







Meic is the helpline service for children and young people up to the age 
of 25 in Wales. Find out what’s going on in your area or get help with 
something that’s happening in your life. Talk to Meic at meiccymru.org 
or by calling 0808 80 23456


Childline is a free, private and confidential service to support children 
and young people who are aged under 19. They have lots of information 
and advice, and you can talk to a counsellor about anything for free by 
calling 0800 1111 or online at childline.org.uk/kids


TELL CHILDLINE


TALK TO MEIC


Talking about things can help you to see things differently, get ideas 
of how to cope and find ways to change things in your life. Whatever’s 
happening, you deserve support. You could talk to your parents, carers, 
a teacher or someone else you feel safe with. Sometimes there are 
adults in our life who we trust but who hurt us. Talking to an adult that 
you trust who doesn’t hurt you is important. 


TALK TO A SAFE ADULT 







Abuse is anything that another person 
does to hurt you, this includes:


•	hurting your body


•	hurting your feelings


•	making you do things with your 		
	 body or their body that make you 		
	 feel uncomfortable


•	when your parent or carer aren’t 		
	 looking after you properly


WHAT IS ABUSE?


Abuse is never OK and is never your 
fault. Abuse can happen to children, 
young people and to adults. 







Lots of children and young people are 
told that they might not be believed if 
they talk about what’s happened, but 
this isn’t true.


People like teachers, doctors, nurses, 
social workers and police officers will 
always listen to you. 


Being hurt or abused is never your fault, 
and you’ve got the right to be looked 
after and kept safe from abuse. This 
means that if you tell someone like a 
teacher, they’ll want to help you and 
they’ve got a duty to help keep you safe.


WILL PEOPLE BELIEVE ME?


If you’re worried about confidentiality 
and what can be kept private, you can 
ask someone about it before you tell 
them anything. If they’re worried about 
your safety, then some adults will have 
to tell someone else. This is so they can 
keep you safe.







The person you decide to talk 
to will explain to you what 
they are going to do about 
what you have told them. You 
might have lots of questions 
about what will happen next, 
it is OK to ask questions. The 
person you tell might not 
have all the answers to your 
questions straight away but 
you can ask them to find out 
for you. If there is anything 
you are worried about let 
them know so they can talk 
to you about how you are 
feeling.


WHAT WILL HAPPEN


IF I TELL SOMEONE?
you have the 
RIGHT
   to be SAFE
 and HAPPY


It is important that you do 
tell a safe adult so that 
people can help you.


Childline is a service provided by the NSPCC. ©NSPCC 2020.
Registered charity England and Wales 216401. Scotland SC037717


Illustrations by Jamie Nash.
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you have the
RIGHT
       to be
  SAFE







EVERYONE HAS RIGHTS
ALL YOUNG PEOPLE HAVE THE RIGHT TO FEEL SAFE AT 


HOME, BE LOOKED AFTER AND BE TREATED FAIRLY 


YOUR RIGHTS







Abuse can be anything another person does that hurts you, 
or leaves you feeling scared or upset. It can also be when 
your parent or carer isn’t looking after you. Abuse is never 
OK and is never your fault.


Abuse can include:


•	 Physical abuse - Being physically hurt or injured by 	
	 someone else


•	 Sexual abuse - Being forced, pressured or tricked into 	
	 taking part in something sexual


•	 Emotional abuse - Being put down, ignored or always 	
	 made to feel bad about yourself


•	 Neglect - When your needs aren’t being met, like 	
	 clothes that fit, food or a place to live or someone isn’t 	
	 looking after you


•	 Relationship abuse - When someone hurts or is 	
	 controlling to someone they’re in a relationship with, this 	
	 is sometimes called domestic abuse


Abuse could happen once, or lots of times. It’s not always 
easy to tell if something is abusive, but even if you’re not 
sure it’s important to ask for help.


WHAT IS ABUSE?







Sometimes a person who’s abusing you can make you feel like 
they care about you. They may build a relationship with you 
to pressure you into doing things you wouldn’t normally do or 
things that make you feel uncomfortable. 


This can happen to anyone. You might feel like you will get 
into trouble if you tell anybody about what is happening or you 
might worry that you will get someone you care about into 
trouble. Sometimes people get into situations which feel really 
difficult to get out of but it’s never too late to ask for help. 


If someone’s trying to pressure you, they might:


•	 Tell you that you won’t be believed


•	 Make you feel isolated or like you can’t trust other people


•	 Tell you that you’ll get into trouble 


•	 Leave you feeling like things are your fault


•	 Threaten you or tell you that you’ll be hurt if you tell anyone


It can really help to talk to people outside of what’s happening 
to get advice. Talking to an adult you trust can help you to see 
your options, take back control and keep you safe. 


SOMETIMES YOU WON’T KNOW 


YOU ARE BEING ABUSED







Whether you’re worried about 
something that’s happened, your 
mental health or anything else, it can 
really help to talk to someone you trust. 
It’s better not to keep secrets: 


Talking about things can help 
you to see things differently, 
get ideas of how to cope 
and find ways to change 
things in your life. Whatever’s 
happening, you deserve 
support. You could talk to your 
parents, carers, a teacher or 
someone else you feel safe 
with. Sometimes there are 
adults in our life who we trust 
but who hurt us. Talking to 
an adult that you trust who 
doesn’t hurt you is important. 


Childline is a free and 
confidential service to 
support anyone under 
19. We’ve got lots of 
information and advice, 
and you can talk to a 
counsellor about anything 
either online or by calling 
for free on 0800 1111


Meic is the helpline service 
for children and young 
people up to the age of 25 
in Wales. Find out what’s 
going on in your area or 
get help with something 
that’s happening in your 
life. Talk to Meic at 
meiccymru.org or by 
calling 0808 80 23456


WAYS TO GET SUPPORT TALK TO AN
ADULT YOU TRUST


TELL CHILDLINE


TALK TO MEIC







Lots of young people are told they 
might not be believed if they talk 
about what’s happened, but this 
isn’t true. 


People like social workers, 
teachers, doctors, nurses and 
police officers will always listen 
to you. If they think you or another 
child is suffering now, in the past or 
in the future, it’s is their legal duty in 
Wales report that.


Being hurt or abused is never your 
fault, and you’ve got the right to 
be looked after and kept safe 
from abuse. This means if you tell 
someone like a teacher, they’ll want 
to help you and they’ve got a duty 
to help keep you safe. 


WILL I BE BELIEVED?







You might have lots of questions 
about what will happen next – don’t 
be afraid to ask. If the person does 
not have the answers straight away 
then you can ask them to find out 
for you and they should offer to do 
this. If you don’t understand what is 
happening or what someone tells 
you, let them know and ask them to 
explain things to you. 


If someone you tell is worried about 
your safety, they might want you to 
talk to a social worker or the police.


Talking to people like social workers 
or the police might seem intimidating 
sometimes - but they’re there to help 
you. They might want to interview 
you to find out more, or a social 
worker might want to work with you 
and for family to keep you all safe.


You always have a right to say what 
you want to happen, and have 
someone talk on your behalf and to 
help you.


WHAT WILL HAPPEN
IF I TELL SOMEONE?







If you’re worried about confidentiality 
and what can be kept private, you can 
ask someone about it before you tell 
them anything. Most professionals have a 
responsibility to tell you what they would 
pass on.


If they’re worried about your safety, some 
adults have to tell someone else. This is 
so they can help you in the best way.


Talking to Childline is confidential, you 
can find out more about talking to 
Childline at: childline.org.uk


Talking can help to make you safe and 
it’s important that you tell an adult you 
trust so that people can help you. 


CONFIDENTIALITY


Childline is a service provided by the NSPCC. ©NSPCC 2020.
Registered charity England and Wales 216401. Scotland SC037717


Photography by Tom Hull.
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mae gennyt ti’r
HAWL
       i fod yn
  DDIOGEL







MAE GAN BAWB HALIAU
MAEAE GAN BOB PERSON IFANC HAWL I DEIMLO’N 
DDIOGEL GARTREF, I DDERBYN GOFAL AC I GAEL EI 


DRIN YN DEGGOFAL AC I GAEL EI DRIN YN DEG 


DY HAWLIAU







Gall camdriniaeth fod yn unrhyw beth y mae person arall 
yn ei wneud sy’n dy frifo, neu sy’n dy wneud yn ofnus neu’n 
ypset. Gall hefyd fod pan nad yw dy riant neu ofalwr yn 
gofalu amdanat ti. Dydy cam-drin byth yn IAWN ac nid ti 
sydd ar fai.


Gall camdriniaeth gynnwys:


•	 Cam-drin corfforol – Cael dy frifo neu dy anafu’n 	
	 gorfforol gan rywun arall


•	 Cam-drin rhywiol – Cael dy orfodi, dy dwyllo neu 	
	 bwysau arnat i gymryd rhan mewn rhywbeth rhywiol


•	 Cam-drin emosiynol – Cael dy fychanu, dy anwybyddu 	
	 neu gael dy wneud i deimlo’n wael amdanat ti dy hun 	
	 bob amser


•	 Esgeulustod – Pan nad yw dy anghenion yn cael eu 	
	 diwallu, fel dillad sy’n ffitio, bwyd neu le i fyw neu pan 	
	 nad yw rhywun yn gofalu amdanat ti


•	 Cam-drin mewn perthynas – Pan fydd rhywun yn brifo 	
	 neu’n rheoli rhywun y mae mewn perthynas ag ef, 	
	 gelwir hyn weithiau’n gam-drin domestig


Gallai camdriniaeth ddigwydd unwaith, neu lawer gwaith. 
Nid yw bob amser yn hawdd dweud ai cam-drin yw 
rhywbeth, ond hyd yn oed os nad ydych yn siŵr, mae’n 
bwysig gofyn am help.


BETH YW CAM-DRIN?







Weithiau gall person sydd yn dy gam-drin wneud i ti deimlo eu bod 
yn poeni amdanat ti. Efallai y byddan nhw’n meithrin perthynas â 
thi i roi pwysau arnat ti i wneud pethau na fyddet ti fel arfer yn eu 
gwneud neu bethau sy’n gwneud i ti deimlo’n anghyfforddus. 


Gall hyn ddigwydd i unrhyw un. Efallai y byddi di’n teimlo y byddi’n 
mynd i drwbl os byddi di’n dweud wrth unrhyw un am yr hyn sy’n 
digwydd neu efallai y byddi di’n poeni y byddi di’n cael rhywun mae 
gennyt ti feddwl mawr ohono i drwbl. Weithiau, mae pobl yn mynd 
i sefyllfaoedd sy’n teimlo’n anodd IAWN iddyn nhw ddod ohonyn 
nhw ond dydy hi byth yn rhy hwyr i ofyn am help. 


Os yw rhywun yn ceisio rhoi pwysau arnat ti, efallai y bydden 
nhw’n:


•	 Dweud wrthyt ti na fydd neb yn dy gredu


•	 Gwneud i ti deimlo’n ynysig neu deimlo na alli 			 
	 ymddiried mewn pobl eraill


•	 Dweud wrthyt ti y byddi’n mynd i drwbl 


•	 Gwneud i ti deimlo mai ti sydd ar fai am bethau


•	 Dy fygwth neu’n dweud wrthyt ti y byddi di’n cael dy frifo os 	
	 byddi’n dweud wrth rywun


Mae’n help mawr siarad â phobl y tu allan i’r hyn sy’n digwydd i 
gael cyngor. Gall siarad ag oedolyn rwyt ti’n ymddiried ynddo dy 
helpu i weld beth yw dy opsiynau, i allu rheoli’r sefyllfa unwaith eto, 
a dy gadw’n ddiogel. 


WEITHIAU FYDDI DI DDIM YN GWYBOD 


DY FOD YN CAEL DY GAM-DRIN







P’un ai a wyt ti’n poeni am rywbeth sydd 
wedi digwydd, dy iechyd meddwl neu 
unrhyw beth arall, gall siarad â rhywun 
rwyt ti’n ymddiried ynddo fod yn gymorth 
mawr. Mae’n well peidio â chadw 
cyfrinachau: 


Gall siarad am bethau 
dy helpu i weld pethau’n 
wahanol, cael syniadau am 
sut i ymdopi a dod o hyd i 
ffyrdd o newid pethau yn 
dy fywyd. Beth bynnag sy’n 
digwydd, rwyt ti’n haeddu 
cefnogaeth. Gallet ti siarad â 
dy rieni, gofalwyr, athro neu 
rywun arall rwyt ti’n teimlo’n 
ddiogel gyda nhw. Weithiau, 
mae gennym oedolion yn ein 
bywyd rydym yn ymddiried 
ynddyn nhw ond sy’n ein 
brifo. Mae’n bwysig siarad ag 
oedolyn rwyt ti’n ymddiried 
ynddo nad yw’n dy frifo. 


Mae Childline yn wasanaeth 
cyfrinachol rhad ac am ddim 
i gefnogi unrhyw un o dan 
19 oed. Mae gennym lawer 
o wybodaeth a chyngor, a 
galli siarad â chwnselydd am 
unrhyw beth ar-lein neu drwy 
ffonio 0800 1111 am ddim


Meic yw’r gwasanaeth llinell gymorth 
i blant a phobl ifanc hyd at 25 oed yng 
Nghymru. Yma, cei wybod beth sy’n 
digwydd yn dy ardal di neu gael help 
gyda rhywbeth sy’n digwydd yn dy fywyd. 
Siarada â Meic yn meiccymru.org neu 
drwy ffonio 0808 80 23456


FFYRDD O GAEL CYMORTH SIARAD AG OEDOLYN RWYT 


TI’N YMDDIRIED YNDDO


DWEUD WRTH 
CHILDLINE


DWEUD WRTH MEIC







Dywedir wrth lawer o bobl ifanc na 
fydd neb yn eu credu os byddan 
nhw’n siarad am yr hyn sydd wedi 
digwydd, ond nid yw hyn yn wir.  


Bydd pobl fel gweithwyr 
cymdeithasol, athrawon, 
meddygon, nyrsys a swyddogion 
yr heddlu yn gwrando arnoch chi 
bob amser. Os ydyn nhw’n credu dy 
fod ti neu blentyn arall yn dioddef 
yn awr, yn y gorffennol neu yn y 
dyfodol, eu dyletswydd gyfreithiol 
yng Nghymru yw rhoi gwybod am 
hynny.


Dydy cael dy frifo neu dy gam-drin 
byth yn fai arnat ti, ac mae gennyt 
ti’r hawl i gael dy warchod a’th 
gadw’n ddiogel rhag cael dy gam-
drin. Mae hyn yn golygu os byddi 
di’n dweud wrth rywun fel athro, 
byddan nhw eisiau dy helpu di ac 
mae ganddyn nhw ddyletswydd i 
dy gadw’n ddiogel. 


 


A FYDD RHYWUN
YN FY NGHREDU?







Efallai fod gennyt ti lawer o gwestiynau 
am beth fydd yn digwydd nesaf – paid 
â bod ofn gofyn. Os nad oes gan y 
person yr atebion ar unwaith, cei ofyn 
iddo ddod o hyd i’r atebion i ti, a dylai 
gynnig gwneud hyn. Os nad wyt ti’n 
deall beth sy’n digwydd neu beth mae 
rhywun yn ei ddweud wrthyt ti, rho 
wybod iddyn nhw a gofyn iddyn nhw 
esbonio pethau wrthyt ti.  


Os bydd rhywun rwyt yn dweud wrthyn 
nhw yn poeni am dy ddiogelwch, 
efallai y byddan nhw eisiau i ti siarad â 
gweithiwr cymdeithasol neu’r heddlu.


Gall siarad â phobl fel gweithwyr 
cymdeithasol neu’r heddlu ymddangos 
yn rhywbeth brawychus weithiau - 
ond maen nhw yno i dy helpu. Efallai 
y byddan nhw eisiau dy gyfweld i 
gael gwybod mwy, neu efallai y bydd 
gweithiwr cymdeithasol am weithio 
gyda thi a dy deulu i’ch cadw chi i gyd 
yn ddiogel.


Mae gennyt ti bob amser hawl i 
ddweud beth rwyt ti am ei weld yn 
digwydd, a chael rhywun i siarad ar dy 
ran ac i dy helpu.


BETH FYDD YN DIGWYDD OS 


BYDDAF YN DWEUD WRTH 


RYWUN?







Os wyt ti’n poeni am gyfrinachedd a 
beth sy’n gallu cael ei gadw’n breifat, cei 
ofyn i rywun am hyn cyn dweud unrhyw 
beth wrthyn nhw. Mae gan y rhan fwyaf 
o weithwyr proffesiynol gyfrifoldeb i 
ddweud wrthyt ti beth fydden nhw’n ei 
drosglwyddo i rywun arall.


Os ydyn nhw’n poeni am dy ddiogelwch, 
rhaid i rai oedolion ddweud wrth rywun 
arall. Fel hyn, byddan nhw’n gallu dy 
helpu yn y ffordd orau.


Mae siarad â Childline yn gyfrinachol, 
mae rhagor o wybodaeth am siarad â 
Childline ar gael yn: 
childline.org.uk


Gall siarad dy helpu i dy gadw’n ddiogel 
ac mae’n bwysig dy fod yn dweud wrth 
oedolyn rwyt ti’n ymddiried ynddo er 
mwyn i bobl allu dy helpu.


CYFRINACHEDD


Gwasanaeth a ddarperir gan yr NSPCC yw Childline. ©NSPCC 2020 
Elusen gofrestredig Cymru a Lloegr 216401. Yr Alban SC037717


Ffotograffiaeth gan Tom Hull
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Introduction


If you are worried about becoming a victim, or have responded to 
scams in the past, this guide sets out some practical things you can 
do to prevent criminals contacting you. It also gives information on 
how you can nominate a trusted friend or relative to help manage 
your finances if you need help to make decisions.


If you are concerned about a friend or relative, you can also use the 
tips in this guide to help protect them from scams.


Remember that the criminals who set out to trick you into sending 
them money are extremely clever and sophisticated. They may spend 
hours researching you or weeks building up a relationship of trust. 
They will use pressure tactics to make you give them what they want. 


Anyone can fall victim to a scam, but some people are more 
susceptible than others because of their circumstances. People living 
with some form of cognitive impairment, such as dementia, may be 
unable to distinguish scams from legitimate opportunities. 


The National Trading Standards Scams Team created the Friends 
Against Scams initiative to protect and prevent people from falling 
victim to this type of crime. 


For further information on how to spot a scam, complete the 
awareness session to become a Friend Against Scams. Go online to 
www.friendsagainstscams.org.uk or look out for scams awareness 
events in your area.


England & Wales 


REPORT:  contact Action Fraud on 0300 123 2040.


ADVICE: contact Citizens Advice on 0808 223 1133.


Scotland 


REPORT: call Police Scotland on 101.


ADVICE: contact Advice Direct Scotland on 0808 164 6000.


Northern Ireland 


REPORT: contact Action Fraud on 0300 123 2040 or call the 
police on 101.  


ADVICE: contact Consumerline on 0300 123 6262.


Remember -  
scams are a 


crime. Don’t be 
embarrassed to ask 


for support from 
those around you.


If you do respond to a scam, whether by post, 
telephone, internet, email or on the doorstep, 
it’s important that you report it quickly so 
that you get the right support. Don’t be 
embarrassed to talk to friends and family to 
get their help – remember that you have been 
the victim of a sophisticated crime.


What to do if you think you
have responded to a scam


You can find more general information and advice  
on scams on the Take Five website:  
www.takefive-stopfraud.org.uk


If you have made a payment in response to a scam, contact your 
bank as soon as possible as they may be able to recover some of 
your money and will refund you in certain circumstances.


If you or someone else is in immediate danger because of a scam 
(for example, if they are being threatened by an aggressive 
doorstep caller), call the police on 999.
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PART ONE:  
STOPPING CRIMINALS  
FROM REACHING YOU 


Mail scams
If you receive scam mail, you may want to consider reducing the 
amount that reaches you. Ask a friend or relative to go through your 
post with you and help identify any scams. Remember that scam mail 
can come in many forms, including lotteries, prize draws, catalogues, 
and clairvoyant scams. You can reduce the amount of junk and scam 
mail you receive by following these tips:


	� Become a Scam Marshal and send any scam mail you receive 
to the National Trading Standards Scams Team to help them 
investigate and stop the criminals behind scams. You will receive 
information to help you identify scams. Sign up online at  
www.friendsagainstscams.org.uk or write to  
‘FREEPOST NTSST MAIL MARSHAL’. 


	� Sign up to Royal Mail’s paid-for redirection service to have your 
post delivered to a trusted friend or relative. Apply online at  
www.royalmail.com or at a Post Office branch.


	� Sign up to the Mailing Preference Service (MPS). Although the 
MPS does not stop scam mail, it will reduce the amount of direct 
marketing mail that you receive. The MPS is a free service. For 
more information and to register visit www.mpsonline.org.uk or 
call 0207 291 3310.


Scam calls
Scam calls are a common method criminals use to try to gain 
people’s personal and financial information. The calls can be very 
intimidating and the criminals can apply a lot of pressure, but it’s 
important to remember that if you’re not comfortable with the call, 
it’s okay to hang up. Cut out the sign at the back of this leaflet and 
place it near your phone to remind you. There are several options you 
can look at to help stop the criminals getting in contact with you:


	� Look into purchasing a call blocking unit. These are units that 
connect to your landline and block scam and nuisance calls. 
Different brands will work in different ways and vary in how 
restrictive they are on incoming calls, so it’s best to look at the 
options available and pick one that suits you. 


	� Many landline providers now offer options for preventing nuisance 
calls which are free to their customers. For more information on 
these, contact your landline provider or visit their website.


	� Sign up to the Telephone Preference Service (TPS) – Although 
the TPS does not stop scam calls, it will reduce the amount of 
unwanted sales and marketing calls received. The TPS is a free 
service. For more information and to register, visit  
www.tpsonline.org.uk or call 0345 070 0707. 
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Doorstep scams
To stay safe from doorstep scams, never trade with people on 
your doorstep. Remember, if you’re not sure, don’t open the door. 
Legitimate tradespeople will never pressure you to enter a contract 
straight away. Here are a few other ways that you can protect 
yourself from doorstep scams:


	� Display a ‘No Cold Calling’ sticker on your front door. Cut out the 
sign at the back of this leaflet or download a printable version here: 
www.friendsagainstscams.org.uk/NCC. You may be able to  
obtain a free ‘No Cold Calling’ sticker from your local council or 
local police.


	� Use a good trader scheme to find legitimate traders. Contact your 
local council to find a scheme in your area.


	� Install a door chain and/or a spy hole on your front door to check 
who is there.


	� If you are expecting a trader, ask to see identification from them. 
Then phone the company they are from to check they are genuine 
before letting them into your home. Make sure you call using a 
number you know to be genuine; do not use a number they  
give to you.


Internet scams 
With the rising threat of online scams, it’s important to remember 
to be careful when using the internet. Criminals can create flashy, 
official looking websites and emails all in an aim to extract personal 
or financial information. Be wary of links and attachments in emails 
and keep your guard up – especially if you receive an email you are 
not expecting. Here are a few top tips:


	� Keep your computer up to date – you will be better protected if 
you keep the operating system (such as Windows or Mac) updated. 
You should receive notifications when you need to update the 
system. 


	� Use the latest version of your internet browser (such as Edge, 
Chrome and Firefox) – this will help to provide better protection 
from scams, viruses and other possible threats.


	� Use security software (for example anti-virus, anti-spyware and 
firewall) to protect your computer from viruses and attempts to 
steal your personal information. Some computers already have 
security software installed, or you can check  
www.getsafeonline.org for advice on reputable providers.  
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You can find more information about using the internet 
safely on www.getsafeonline.org or search for  


‘How to stay safe online’ at www.ageuk.org.uk for tips  
on avoiding online scams. 


	� Use a different, strong password for every online account in case 
one gets hacked. You can use a password manager to help you 
store your passwords securely – this means you’ll only have to 
remember one strong master password. 


	� Enable multifactor (or two-factor) authentication on online 
accounts like your email. This is a safer way to log in and requires 
another source such as a mobile phone to authenticate that it is 
you logging on to your account.


Other practical advice
It is good practice to ensure that you do not hold too much cash in 
your current accounts. Keep the bulk of your money in savings or 
deposit accounts. This means that if a criminal gains access to your 
current account or convinces you to make a payment, they will only 
be able to access a limited amount of your money. 


If you are struggling to manage your financial affairs or you feel 
particularly concerned about scams, consider contacting your bank. 
Explain how and why you feel concerned about scams and ask them 
for help in providing additional security measures to better protect 
your account. The bank will then be able to offer a range of measures 
to support you and protect you from scams.


If you notify the bank, the bank has a duty of care to ensure you  
are protected.


PART TWO:  
HELP A FRIEND OR RELATIVE 
WITH THEIR FINANCES 


Although we are all potential victims of financial crime and scams, 
there is clear evidence that criminals target lonely, older citizens, 
particularly those with cognitive impairment, seeing these people as 
‘easy’ targets. 


Cognitive impairment is when a person has trouble remembering, 
learning new things, concentrating, or making decisions that affect 
their everyday life. It can be caused by a number of conditions, 
including dementia or brain injury. Cognitive decline is when the 
person’s cognitive ability is not going to improve but will get worse 
over time; it is usually not reversible.


If you have a relative or friend you care for who is experiencing 
cognitive decline, helping them to manage their finances, and 
particularly ensuring they do not become a victim of financial crime, 
is usually a major concern. 


Remember - signing 
cheques on behalf of 
somebody else or sharing 
PIN numbers and internet 
banking passwords are, 
in effect, illegal. You 
can only legally act on 
behalf of somebody 
who lacks capacity to 
make their own decisions 
via a Lasting Power of 
Attorney (LPA) or if  
you are a court 
appointed deputy.
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What is a Lasting Power of
Attorney (LPA)? 
Many people assume that because they are ‘the next of kin’ or a 
close friend that they can act on behalf of somebody with cognitive 
decline, especially when they lose the ability to make decisions for 
themselves. The technical term for this ability to make decisions is 
mental capacity. Unfortunately, this is not the case in law. 


To legally act on behalf of a friend or relative, a valid Lasting Power of 
Attorney is needed (called Powers of Attorney in Scotland).   
A Lasting Power of Attorney (LPA) is a legal document which allows 
you to appoint a friend or relative to help you make decisions or to 
make decisions on your behalf.  


How and when to apply for Lasting Powers of Attorney


Everyone over the age of 18 should consider putting LPA 
arrangements in place. Brain injury following an accident, a stroke, or 
dementia can affect us at any stage of life. Ensuring you have an LPA 
in place is even more important if you are diagnosed with a condition 
that causes cognitive decline. 


If you do not have a valid and registered LPA and you lose capacity, 
your relatives will need to go to the Court of Protection and seek  
a court appointed deputy to act on your behalf. This can be a  
lengthy and costly process, so it is important to plan ahead and apply 
for an LPA.


To appoint a relative or friend as an attorney, read the  
guidance at www.gov.uk/power-of-attorney. You can  
complete the application online yourself, but you may  


wish to seek advice from a solicitor. 


Types of Lasting Power
of Attorney
There are two types of LPA. One is called a Health and Welfare 
LPA (called Welfare Power of Attorney in Scotland) and allows 
the nominated person (‘the attorney’) to speak and act on your 
behalf regarding your health and welfare, such as giving consent for 
treatment and end of life care. Health and Welfare LPAs can only 
come into force when you have lost capacity and you cannot give 
informed consent.


The Property and Finance LPA (called Continuing Power of 
Attorney in Scotland) allows the attorney to manage your financial 
affairs. You can specify whether: 


a)	� You want the attorney to act on your behalf immediately, even 
while you have capacity (you might prefer a relative to manage 
your finances).


b)	� You only want the attorney to act on your behalf when you 
lose the mental capacity to act for yourself (for example due to 
dementia or cognitive decline).


Things to consider when
appointing an attorney
Lasting Powers of Attorney are very important in ensuring our wishes 
and desires are upheld and acted upon when we are no longer able 
to act for ourselves. 


Because they are so powerful, you must think carefully about whom 
you ask to be your attorney. 


	� Do you trust them? Are you sure they will act on your behalf in the 
manner you would expect and in your best interests? 


	� Remember you can appoint more than one person to act as 
your attorney. You can choose whether you want them to make 
decisions together or be able to act on your behalf individually.
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Registering as an attorney
with the bank
If you are an attorney for a person (in other words, an LPA has been 
drawn up asking you to act on behalf of the person – known as the 
donor), then you should make a branch appointment at their bank 
to register the LPA. Take the original or a certified copy of the LPA 
and proof of your ID with you to the bank. You may also be able to 
register over the phone. 


A Property and Financial Affairs LPA will give you the legal authority 
to manage the accounts of the donor. The bank will set up processes 
and systems for you to manage and operate the accounts on behalf 
of the donor.


The bank will always help you with this process.


More help and advice on LPAs
and managing your finances
Bournemouth University’s National Centre for Post-Qualifying Social 
Work and Professional Practice has published guides on LPAs and  
on financial scamming: www.ncpqsw.com 


Visit your local Citizens Advice Bureau for help and advice on 
managing affairs for someone else, or read the guidance on their 
website: www.citizensadvice.org.uk


Call Age UK’s advice line on 0800 678 1602; or visit your local Age 
UK branch. You can also find more information on their website:  
www.ageuk.org.uk. 


The Alzheimer’s Society gives advice and information on living with 
dementia, including how to manage your money:  
www.alzheimers.org.uk


Dementia UK also has advice on living with dementia, including legal 
and financial aspects such as LPAs: www.dementiauk.org
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National Trading Standards Scams Team


Website: www.nationaltradingstandards.uk


Friends Against Scams
St Mary’s House, St Leonard’s Road, Eastbourne,  
East Sussex, BN21 3UU. 


Website: www.FriendsAgainstScams.org.uk


Email: FriendsAgainstScams@surreycc.gov.uk


National Centre for Post Qualifying Social Work and 
Professional Practice


Bournemouth University, 4th Floor, Royal London House, 
Christchurch Road, Bournemouth, BH1 3LT


Website: www.ncpqsw.com


Email: pqsw@bournemouth.ac.uk
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•	 Offer profi’r feirws – dim ond y GIG sydd yn 
cynnig rhain.


•	 Brechlynnau neu iachad gwyrthiol – nid oes 
frechlyn na iachad ar y funud.


•	 Nwyddau drud neu ffug i amddiffyn eich 
hun oddi wrth coronafeirws, fel nwyddau 
gwrthfacterol.


•	 Gwasanaethau siopa neu casglu meddyginiaeth.
•	 Gwasanaethau glanhau tai.


•	 Peidiwch â gadael i rywun eich rhuthro i wneud 
penderfyniad. Os yw’s swnio’n rhy dda i fod yn wir, 
fwy na thebyg nad yw’n wir.


•	 Prynwch gan werthwyr dilys yn unig a cymerwch 
funud i feddwl cyn gwario arian neu rhannu 
gwybodaeth personol..


•	 Peidiwch â chymeryd fod pawb yn dweud y gwir. 
Mae’n iawn i wrthod neu anwybyddu cynnigion. Dim 
ond troseddwyr sydd yn eich rhuthro neu’ch dychryn.


•	 Os yw rhywun yn honni ei bod yn cynrychioli elusen, 
gofynnwch am hunaniaeth. Byddwch yn amheus 
os yn gofyn am arian o flaen llaw. Os yw rhywun 
yn rhoi pwysau arnoch i dderbyn gwasanaeth, 
mae’n annhebygol eu bod yn ddilys. Os nad ydych 
yn sicr,gwiriwch a’ch teulu a ffrindiau cyn derbyn 
cynigion help.  


AMDDIFFYN. Cyswllt:


Os yn meddwl eich bod wedi cael eich twyllo, cysylltwch a’ch banc yn gyntaf.


Am gyngor am sgamiau cysylltwch 


Llinell Defnyddwyr Cymorth ar Bopeth 0808 223 11 44 


I riportio twyll ffoniwch Action Fraud ar 0300 123 2040


I ddysgu mwy am wahanol sgamiau, ewch i  www.FriendsAgainstScams.org.uk


Scams Team


NATIONAL
TRADING
STANDARDS


Golchi dwylo rhag sgamiau coronafeirws!
 Bwriad Ffrindiau Yn Erbyn Sgamiau yw atal a gwar-


chod bobl rhag dioddef sgamiau.


Byddwch yn 
ffrind da, helpwch 


amddiffyn eich 
teulu, ffrindiau a 
chymdogion rhag 


sgamiau. 


#ScamAware
#Coronavirus


ARBED. Byddwch yn wyliadwrus o bobl yn 
cynnig neu gwerthu:


HOLI. Cwestiynwch cyfathrebion ac annog eraill i 
wneud hynny hefyd.


Darllen. 
Rhannu. 


Atal.
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•	 Virus testing kits
•	 Vaccines or miracle cures – there is currently no 


vaccine or cure.
•	 Overpriced or fake goods to protect yourself 


from coronavirus such as anti-bacterial 
products.


•	 Shopping or medication collection services. 
•	 Home decontamination services.


•	 Don’t be rushed into making a decision. If it sounds 
too good to be true, it probably is.


•	 Only purchase goods and services from legitimate 
retailers and take a moment to think before parting 
with money or personal information. 


•	 Don’t assume everyone is genuine. It’s okay to reject, 
refuse or ignore any requests. Only criminals will try 
to rush or panic you. If in doubt, speak to someone 
you trust.


•	 If someone claims to represent a charity, ask them 
for ID. Be suspicious of requests for money up front. 
If someone attempts to pressurise you into accepting  
a service they are unlikely to be genuine. Check with 
family and friends before accepting offers of help if 
you are unsure.


PROTECT. Contact:
If you think you have been scammed, contact your bank first.


For advice on scams, call the Citizens Advice Consumer Helpline on 
0808 223 11 33.


To report a scam, call Action Fraud on 0300 123 2040.


To learn more about different types of scams, visit: www.FriendsAgainstScams.org.uk


Scams Team


NATIONAL
TRADING
STANDARDS


Wash your hands of coronavirus scams!


Friends Against Scams aims to protect and prevent 
people from becoming victims of scams.


Be a good Friend, 
help to protect 


your family, 
friends and 


neighbours from 
scams.


#ScamAware
#Coronavirus


STOP. Be aware of people offering or selling: CHALLENGE. Question communications and 
encourage others to do the same.


Read it.
Share it.


Prevent it.
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